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e The vast majority of healthcare organizations use electronic health records
(EHRS) to store private patient health information

e As healthcare organizations continue to transition to the cloud, EHRs are
becoming an increasing target of cyber attackers who hope to
compromise sensitive data for monetary gain
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e 2020: 599 total EHR
breaches, 55%
more than 2019

e Breaches by
hackers led to 24.1
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Methodology

| employed blockchain technology as a layer of communication between
hospitals and their EHRs because of its traceability and security.

Hospital A uses a
custom web interface to
interact with a patient’s
records

Simple data like
demographics and
medication history are
stored directly on the
blockchain (on-chain)
More advanced data like
Images and scans are
stored in the EHR and
pointed to by the
blockchain (off-chain)
One cannot view or edit
records without going
through the blockchain
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A conceptual design of my system. Arrows
Indicate the flow of data.
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Blockchain Implementation

| Implemented the blockchain using Hyperledger Fabric, a versatile distributed

ledger framework hosted by the Linux Foundation.

In Fabric, a group of computers that share a blockchain is called a channel. Each

channel features

e a blockchain transaction log

e a state database that stores the current value of the ledger

e a smart contract, or a program that executes business logic and updates the
blockchain accordingly

e | programmed my smart contract in

Java to handle medical records

e Transactions (add a record, edit a
record, search records, etc.) are each
handled with their own method

e My MedicalRecord class contains
patient ID, name, iImmunizations, and
medication

Authentication

| handled user enrollment and authentication through certificate authorities.

e Users register with a username and secret (password)

e The web application generates a public-private key pair for the user
o Anyone can encrypt a message with a user’'s public key, but only the user

themself can decrypt the message with their private key

e The web app signs a certificate signing request (CSR) with the private key and
sends it to the CA

e The CA issues an X.509 certificate binding the public key to the user, allowing
for trusted access to the blockchain
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Web Application

| engineered a user interface using Node.|js and Bootstrap that attempts to
emulate the user experience offered by actual EHRSs. It allows the user to register
or login and add, edit, delete, or search medical records while communicating
with Fabric in the background.
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This project offers promise towards the idea of blockchain-based EHRs by
proving that such systems may be feasible.

Traditional EHRSs Blockchain-based EHRS
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Vulnerable to cyber attacks
Centralization creates a single point

of failure

Patient identifiers must be
synchronized across systems

Varying data standards reduce

Interoperability

Inconsistent rules and permissions
Inhibit patient data access

No easy way to log access and edit

history for legal purposes
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Inherent cryptographic security

Decentralization limits the damage

done by a single attacker

Patients are identified by universal

public and private keys
Shared data enables near real-time

updates across the network

rule-

Bloc

Smart contracts allow for consistent,

nased access

Kchaln of transactions creates an

undeniable audit trall
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